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Logging In
To log in, go to www3.blacklistalliance.com

Log in using the email address you
used to sign up and the password
provided by your account manager. 
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Dashboard Overview
Services and account information are accessible via
service modules.  

Click the drop-down next to your email address in the

header to set up two-factor authentication, change your

password, or log out.

This is the Main Dashboard.   
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Link to our standalone application (advanced

users only). 

You can access the latest version of this

User Guide here. 

If you scrub against the National DNC, click to here download a certificate

confirming the current National DNC version (be certain to download a

new certificate every few weeks).

Dashboard Overview
Click the drop-down next to your email address in the

header to set up two-factor authentication, change your

password, or log out.

Sidebar Menu Spotlight

You can also access the dashboard modules

from this menu. 



Dashboard Overview

LITIGATION FIREWALL MODULE
Click the Litigation Firewall Module to check
numbers and scrub lists against your chosen feeds.
You can also upload internal suppression files,
check your usage stats and view API
documentation.

Go to the Account Module to view your
subscription details, authorized users, and
to configure your API key.  

ACCOUNT MODULE

Use the Case Database Module to view TCPA
cases in our database. 

CASE DATABASE MODULE

Click the Legal Support Module to request
assistance with a TCPA claim,
compliance matter, or other legal issue.  

LEGAL SUPPORT MODULE

The Number Evaluation Engine checks
your outbound caller IDs to see whether
they have been reported to the FTC or a
call blocking app.

NEE MODULE (CALLER ID CHECK)

Click to access the Blacklist Academy
online compliance training and legal
resource portal (separate login
credentials required). 

 BLACKLIST ACADEMY MODULE

Use the Prelitigation Entry Module to
request a high-risk number to be added
to our prelitigation feed. 

PRELITIGATION ENTRY MODULE 

Review detailed statistics, patterns, and
trends derived from TCPA lawsuits filed at
the state and federal level (updated monthly).

LITIGATION ANALYTICS MODULE

Service Module Spotlight

NumberVerifier is a separate service that
instantly identifies outbound numbers tagged
as spam by carriers and call blocking apps to
dramatically increase ROI. 

NUMBER VERIFIER MODULE



Select "Setup 2FA" from the drop-
down menu next to your email
address in the header.

Enabling 2-Factor Authentication is highly recommended 
to maintain the security of your account 

Select "TOTP" to configure your  
Time-Based One-Time password
app such as OneLogin, Google
Authenticator, or Authy

Scan the QR code with your  
TOTP app and click "Set TOTP as
Preferred"

Enabling 2FA3



API Documentation

Or go to: https://api.blacklistalliance.net/apidoc/index.html 

To access API documentation, click on
the  Litigation Firewall module, then
click the API Documentation button. 
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The Account Module 
Click on the Account Module to view account details and
configure your scrub preferences 

Edit your company profile by clicking the
edit button below the profile section 

Click the grey bar to view
your subscription details 
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This is your API key.  

If you experience any access difficulties
associated with a particular IP, you can
whitelist IP addresses by adding them here
(Click "Enter" after adding each address) 

The Account Module 

All keys scrub against our internal feeds by
default.  To stop scrubbing against a feed,
click the Edit button and delete the feed from
the Suppression Feeds section.  

You can request additional API keys for your
subscription.  If you have multiple API keys, you can
give each key a title to help tell them apart 

If you want your API key to scrub against
the National DNC Registry, follow the
instructions on the next page. 

You can also scrub against state-specific DNC
lists.  Just click the suppression Fields section and

select the state DNC lists you want to scrub
against. 

API Configuration 

To change your API 
key configuration, 
click the Edit button 



The Account Module 
To configure your API key to scrub against the National DNC Registry, you must: 

(1) Have a valid subscription to access the National DNC.  To subscribe, go to https://telemarketing.donotcall.gov and follow the instructions or email us at legal@blacklistalliance.com.

(2) Provide your company’s DNC Organization ID and Subscription Account Number (SAN).   You can provide this to your Account Manager or send it to legal@blacklistalliance.com.  

Scrubbing Against the National DNC Registry

(3) Once we confirm your DNC subscription details and add your SAN to your API key configuration, the key will then scrub against the area codes included in your DNC subscription. 



Feed Definitions 

Our researchers analyze each TCPA lawsuit and use several deep web search tools
to discover phone numbers belonging to the plaintiffs, their attorneys and co-
counsel, other attorneys employed by the same law firm, and other members of the
Plaintiff's household.  Researchers enter number data into the system by completing
a case report. The phone numbers included in the report are placed in one of the
following data feeds:

LITIGATION FEEDS

This data feed is comprised of phone numbers that we are certain received the call
or text that sparked the lawsuit. 

Primary Plaintiff Feed

This data feed is for numbers which are likely associated with a Plaintiff, but we cannot
say so with 100% certainty.  They may be additional landlines or cell phone numbers
currently assigned to the plaintiff or a member of their household, and sometimes they
may be old numbers that have since been reassigned to other people. 

Secondary Plaintiff Feed

These are numbers we know for certain belong to the attorney representing the Plaintiff,
because they are listed in the Complaint, or are otherwise positively identified.

Primary Attorney Feed

These are numbers that are associated with other attorneys in the same law firm as the
Plaintiff's attorney, or which may be associated with the the Plaintiff's attorney. 

Secondary Attorney Feed

ADDITIONAL FEEDS

This feed is comprised of numbers belonging to thousands of consumers who have either
filed a TCPA lawsuit or submitted a written TCPA demand letter threatening litigation, or
some other form of written complaint, such as to a regulator.  

Prelitigation Feed

This feed includes numbers belonging to members of various anti-telemarketing groups
on Facebook and other platforms which our researchers have infiltrated. 

Anti-Telemarketing Groups Feed

This feed is made up of numbers of state and federal governmental offices. 
Government Numbers Feed

The Account Module 

This feed is comprised of numbers belonging to someone who verbally threatened an
Alliance member with litigation or were otherwise unreasonably angry or abusive, but
are not associated with any known TCPA litigant or claimant as of the date they were
first reported. 

Screamers Feed

Technically, a separate API, the Litigant Email Feed consists of over 100,000 toxic email
addresses belonging to known TCPA litigants,  claimants, and class action attorneys,
and can only be accessed using our Litigant Email API.  

Litigant Email Feed



If you have multiple API keys, you'll need to
select  the one you want to use here.

These are the feeds that the selected API
key is configured to scrub against.

Use the Scrub File function to manually
scrub a list of numbers.

Use this function to upload your internal DNC,
or to add individual numbers to your internal
DNC. 

The Litigation Firewall Module
Use the Litigation Firewall module to scrub files, check a number against your chosen feeds, check an email
address, manage internal suppression/DNC, view usage stats, and access API documentation.   

If you uploaded any numbers to internal
suppression/DNC, the total will be
displayed here.
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This indicates whether the selected API key is
scrubbing against the National DNC Registry. 

Use this function to quickly check if a  number is
in a feed the API key is scrubbing against.

Use this function to view usage stats for the selected API key. 

This function uses  our Email API to check if an
email address is tied to a TCPA litigant. 

This function scrubs a list of emails against
our Litigant Email Feed.



The Litigation Firewall Module
Blacklisted Number Check

Use the Blacklisted Number Check to see
whether a single number is in any of the feeds
listed in the suppression feeds box for the
selected API key, or the DNC (if enabled).  

This function will also indicate whether the
number is assigned to a cellular line. 

NOTE: DNC status will ONLY display if the
selected API key is scrubbing against a state or
the National DNC.



The Litigation Firewall Module
Blacklisted Email Check

The Blacklisted Email Check queries our
Email API to see whether an email address
is tied  to known TCPA litigant.    

This function can be used to enhance your
protection by double-checking opt-in
records  bearing "clean" phone numbers.  

NOTE: Each check against the Email API is
deducted as a scrub included with your
subscription. 



The Litigation Firewall Module
How to Scrub a List of Numbers 

Start by selecting the 
Scrub Number File tab: 

The system will ONLY scrub against those feeds listed in your API configuration as shown at the top of the Litigation Firewall page. 

1.   Clean Numbers: The numbers remaining after the scrub, in a file called "all_clean"
2.   Included Feeds: A list of the feeds utilized for the scrub

If you added your National DNC SAN number to the API configuration, the system will also scrub against the National DNC Registry. 

Once the scrub is complete, unless you select any additional output options, the system will will automatically download the following files to
your computer:



The Litigation Firewall Module
How to Scrub a List of Numbers 

Drag any csv, txt, Excel, or Numbers
file here. 

Check this box if it has a header row. 
Select the title of the column that
includes the numbers from the drop-
down menu. 



No Carrier: Scrubbed numbers with no carrier attached

If you want additional data concerning the numbers in
the "all_clean" file, check any of these boxes before
starting the scrub: 

The Litigation Firewall Module
How to Scrub a List of Numbers 

Additional Output Options

Carrier Data: Available carrier data for scrubbed numbers 

Invalid: Scrubbed numbers that are invalid 

DNC:  

Wireless: Scrubbed numbers assigned to a cellular line

If the API is scrubbing against the National DNC, the 
all_clean file will not include DNC-listed numbers.  Check  
this box to receive a file with scrubbed numbers that are
also on the DNC After selecting a file, providing required details, and choosing any

additional output options, click "Upload" to start the scrub

When the scrubbed files have been downloaded, the system will deliver this message 



The Litigation Firewall Module
How to Scrub a List of Emails 

NOTE:  The Email Scrub Function can only accommodate
single column files. 

Drag the selected file here and click  "Upload" to start the scrub.  

Start by selecting the 
Scrub Email File tab: 

 This indicates the scub has been completed and a file labeled  "clean"
has been automatically downloaded.  All email  addresses tied to known
TCPA litigants have been removed from this file.



Successful uploads will result in a message like this 

NOTE: The Litigation Firewall will automatically scrub against your uploaded suppression files and any individual numbers you add. 
             After uploading a suppression file, please allow at least 60 seconds for the data to propagate.

The Litigation Firewall Module
Managing Suppression (internal DNC) Files

Click on the "Upload Internal  Suppression/DNC File" tab

Click to select an internal suppression file to upload  
(single-column csv or txt files only) 

Add numbers individually by inputting them to this
box and then clicking "Add Number"



Search cases by plaintiff name, location,  
attorney name, law firm name, phone
number, defendant name, and more. 

The Case Database Module
Click "Access Case Database will take you to the search form for our comprehensive TCPA case database, which is
comprised of thousands of TCPA lawsuit reports prepared by our research team. 
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The NEE Module 

NOTE: NEE lookups are now unlimited. 

The Number Evaluation Engine (NEE) helps you determine whether a phone number has been reported to the FTC or FCC in
connection with a telemarketing complaint.  If a number has been reported , it will likely be blocked at the carrier level.  

8

THE NUMBER EVALUATION ENGINE DOES NOT CHECK WHETHER A NUMBER HAS BEEN BLACKLISTED! 

To determine whether a number is in a blacklist feed you are scrubbing against, go to the Litigation Firewall module and use
the Blacklist Lookup function.



The Legal Support Module

One of the prime benefits of Blacklist Alliance
membership is access to experienced marketing law

professionals via the Legal Support Module. If you
encounter a TCPA complaint, lawsuit, or other legal
issue, click "Access Form" and provide the details.  

There can be no underestimating the value of instant
access to a dedicated legal professional who

understands the issue and your business. 

We'll analyze the issue and provide you with
actionable intelligence in the form of detailed reports

and recommendations on how best to proceed. 
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The Blacklist Academy Module
Your subscription includes access to the Blacklist Academy legal resource and compliance training platform, which provides
online training courses and quick access to the rules and regulations that apply to your business. You will receive your Academy
access credentials in a separate email from headmaster@academy.blacklistalliance.com.
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The Prelitigation Feed Entry Request Module 

The Prelitigation Feed is reserved for numbers that represent a verified risk of litigation.  Our research
team examines each number submitted to determine whether it is tied to someone who either: (1)
filed a TCPA lawsuit; or (2) submitted a written TCPA demand letter or other written complaint.   If
you receive a written demand letter or complaint, please report it using the Legal Support Module.

If we are unable to confirm whether a submitted number represents a litigation risk, it will be added
to the Screamers Feed.

Because of the human effort involved to investigate each submitted number, prelitigation feed entry
requests are limited to 10 per day.  Exceeding this limit may cause this module to become disabled.

Make Our System Better for Everyone:  Use this module to submit high-risk numbers to be added to our
Prelitigation or Screamers feed.  

In addition to the number, we ask that you
provide some background information so
we can properly categorize the request

NOTE:  To report a number that was included in a
TCPA demand letter or other written complaint,
use the Legal Support Module. 
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The Litigation Analytics Module

Updated on a monthly basis, the facts and figures
reflected on the Litigation Analytics page are based on
TCPA case data gathered by our research staff over
the past 10+ years. 
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The Number Verifier Module
NumberVerifier is a sophisticated Caller ID management
system that functions like a virtual mirror, allowing you to
view exactly how your calls appear to the person you're
trying to reach.  NumberVerifier makes it easy to:

NOTE: NumberVerifier usage credits are not included with your  
Alliance subscription, but the flexible, credit-based system means
you only pay for what you use, with no subscription required.   
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Identify Tagged Numbers:  Quickly identify outbound
numbers tagged as spam by carrier algorithms and call
blocking apps.

Maintain Number Hygiene:  Actively manage numbers in
real time. Remove, add, or rehabilitate numbers as needed
without extra fees or subscriptions.

Monitor Numbers 24/7:  Receive alerts if a numbers gets
flagged so you can remove it from circulation.  

Stop Burning Leads:  Increase deliverability, secure your
reputation, and boost conversions quickly and cost-
effectively with an efficient, intuitive interface.



Click here to send us a message

Click here for current and historical uptime
status  of system, APIs, and data centers

Enter a term here to search for help center
articles that may answer your question

Requesting Support

For customer or technical support, click the red
chat bubble near the bottom of the dashboard. 

To report crashes and system bugs, click the
"Report Technical Issue" tab near the bottom of

the dashboard and describe the issue you
encountered on the form.  

You can also request support by
contacting your account representative or
emailing support@blacklistalliance.com
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